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Responsibility

The Password Policy for CSU Information Resources applies to all active members of the
University-Related Persons / Employees / Staff, Associates / Contractors or 3" parties, and
Students who use or access University Information Resources.

Policy

General

Under no circumstances should a user divulge their password to another person.

1. All system-level passwords (e.g., root, enable, admin, application administration
accounts, etc.) must be changed on at least a semi-annual basis.
2. All production system-level passwords must be part of the IT Services administered global
password management database.
3. All user-level passwords, (e.g., email, web, desktop computer, etc.), subject to the
technological constraints of the platform must
1. Bereset every 180 days
2. Exhibit complexity by
1. Not contain all or part of the user's account name
2. Contain characters from three of the following four categories:
1. Uppercase characters (A through Z)
2. Lowercase characters (a through z)
3. Base 10 digits (0 through 9)
4. Non-alphabetic characters (for example, !, $, #, %)
3. Maintain a password history of 12 passwords and not allow reuse
Must be a minimum of 12 characters
5. Belocked out for a minimum of 15 minutes if more than 3 unsuccessful attempted
logons
6. Those platforms that are technologically incapable of those levels of password
complexity and restrictions must be configured to require the maximum level
complexity allowed by the particular platform up to and including those
parameters described in 3.1 through 5.5 above.

4. CSU systems capable of such functionality will have automatic log-offs after a
predetermined period of inactivity; username and password will be required for re-
authentication.

5. User accounts that have system-level privileges granted through group memberships or
programs such as "sudo" must have a unique password from all other accounts held by
that user.

6. Username and password combinations must not be inserted into email messages or other
forms of electronic communication unless the message is encrypted.

7. Where SNMP is used, the community strings must be defined as something other than
the standard defaults of "public,” "private” and "system" and must be different from the
passwords used to log in interactively. A keyed hash must be used where available (e.g.,
SNMPV2).

8. All temporary passwords must be changed at first logon.
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