CSU Information Security Policy

|dentity & Access Management Policy for Chicago State University Systems

Policy Statement
Information is a valuable asset and access to it must be managed with care to ensure that confidentiality,

integrity, and availability are maintained. Chicago State University (CSU)
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on behalf of the University and is organizationally responsible for the loss, limited by the bounds of the
Information System, associated with a realized information security risk scenario.
Unit is a college, department, school, program, research center, business service center, or other
operating component of the University.
A patchis a software update comprised of code inserted (i.e., patched) into the code of an executable
program. Typically, a patch is installed into an existing software program. Patches are often temporary
fixes between full releases of a software package. Patches include, but are not limited to the following:

e Updating software

e Fixing a software bug

e Installing new drivers

e Addressing new security vulnerabilities

e Addressing software stability issues
Patch management cycle a part of lifecycle management and is the process of using a strategy and
plan of what patches should be applied to which systems at a specified time. Patch management occurs
regularly as per the Patch Management Procedure.
University Informationis a
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Recovery Time ObjectiiRTO) is the maximum desired length of time allowed between an unexpected
failure or disaster and the resumption of normal operations and service levels. The RTO defines the point
in time after a failure or disaster at which the consequences of the interruption become unacceptable.
Electronically stored information (ESI) is tlgeneral term for any electronic information stored on any
medium (i.e. hard drive, back-up tapes, CDs, DVDs, flash drives, external drives, and any other form of
electronic media capable of storing data) that can be retrieved and examined.

Archiveis defined as the saving of old or unused files on off-line mass storage media for the purpose of
releasing on-line storage space.

Disaster Recoverys a combination of the policies, process and procedures related to preparing for
recovery of technology infrastructure critical to CSU operations after a natural or human induced event.
Disaster recovery focuses on the restoring technology systems that support business functions that fail
in the event of a disaster.

Bring Your Own Device (BYODgfers to employees who bring their personally owned computing
devices (POCD) to work, whether laptop, smartphone, or tablet, in order to interface to the corporate
network.

Risk- is the potential for damage an action or condition will have on organization's ability to achieve its
objectives and/or execute its strategies successfully.

Threat- is the action or condition that conducts or enables the carrying out of potential damage.
Vulnerability — is the weakness that is exploited by the threat causing damage.

Impact- is the magnitude of the damage caused by threat.

Likelihood- is the probability of the threat transpiring.

Inherentinformation securityrisk — the information security risk related to the nature of the 3rd-party
relationship without accounting for any protections or controls. Inherent risk is sometimes referred to
as “impact” and is used to classify third-party relationships as an indicator of what additional due
diligence may be warranted.

Residuainformation seaurity risk—the information security risk remaining once all available applicable
protections and controls are accounted for.

Internal control - is any process or action designed to reduce the impact and/or likelihood of a threat.

Responsibility

The Identity & Access Management Policy for CSU Information Resources applies to all active members
of the Employees / Staff, Associates / Extra Help or 3 parties, and Students who use or access University
Information Resources. This policy also applies to campus visitors who avail themselves of the
University’s temporary guest or temporary service resulting in having access to University Information
Resources, including those who register their computers and other devices through Conference and
Event Services programs or through other offices, for use of the University’s network.

Policy

Identity Management

Formal user registration and de-registration processes are implemented to enable the assignment of
identities and accounts on an individual basis. This ensures accountability for all actions taken by
employees, students and associate account users.
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“This computer and network are provided for use by authorized members of the CSU
community. Use of this computer and network are subject to all applicable CSU policies,
including Information Technology Services policies), and any applicable CSU Handbooks.
Any use of this computer or network constitutes acknowledgment that the user is subject
to all applicable policies. Any other use is prohibited. Users of any networked system,
including this computer, should be aware that due to the nature of electronic
communications, any information conveyed via a computer, or a network may not be
private. Sensitive communications should be encrypted or communicated via an
alternative method.”

Remote Access
All users and administrators accessing High Security Systems must abide by the following rules:
- No external modems, Routers, switches, or wireless access points are allowed on high security
networks, or other unapproved remote access technology.
- All remote access must be authenticated and encrypted through the University’s VPN, CSU
Secure Access.
- All remote access will be accomplished through the use of two factor authentication; a
username and password or PIN combination, and a second method not based on user
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- Users will abide by the above user access guidelines.

Physical Access
The CSU data center will abide by the following physical security requirements:
- Video surveillance will be installed to monitor access into and out of the CSU data center.
» Access to CSU data center will be accomplished with the use of electronic badge systems.
- Physical access to the CSU data center is limited to ITD personnel, designated approved CSU
employees or contractors whose job function or responsibilities require such physical access.
« CSU badges will be prominently displayed.
- Visitors accessing the CSU data center will be accompanied by authorized ITD personnel, and all
access will be logged via the CSU Data Center Visitor Access Log.
o This log will be stored in the CSU data center.
o Each visitor, and accompanying authorized ITD personnel, must sign in and out of the
data center.
o The log will be kept for at least a period of three months.
- Modification, additions, or deletions of physical access to the CSU data center will be
accomplished by request to the Information Security Office and the Director of Infrastructure.
- All terminated onsite personnel and expired visitor identification will have their access revoked
immediately.
- Physical access to the CSU data center requires the approval of the Director of ITD.
- The Information Security Office and the Director of Infrastructure will audit physical access to
the CSU data center on an annual basis.

Access Governance

A formal user access provisioning process is implemented to assign or revoke access rights for all user
types to systems and information assets under the control of the University. This access provisioning is
based on the following principles:

Access changes for employees are primarily managed through the CSU user onboarding, change of job
role and termination processes:
- All extra requests for or changes to access are documented and tracked.
- All access requests or changes require documented justification.
- Justification will be based on a simple risk assessment and the business need and will be
confirmed by the request sponsor.
- Appropriate sponsorship & approval is required and documented for all access requests or
changes.
- All access changes granted by administrators are documented and tracked.
- Reviews of access are performed by relevant asset owners periodically.
- These principles are agnostic of account type, service, application, or system.

Removal or Adjustment of Access Rights

The access rights of all employees, students and associate account users to information and information
processing facilities will be removed upon termination of their employment, contract, or agreement, or
adjusted upon change.
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change of job role and termination processes. Additional access to accounts, assets, systems, or services
are subject to review and approval on a case-by-case basis, as outlined in the Access Governance section
above.

Access Reviews

Access to assets, services and systems will be periodically reviewed. The frequency of these reviews
depends on the identified risk surrounding the asset and access in question. It is recommended that the
risk relating to each individual asset is measured and given a risk rating in line with the single asset risk
assessment process, outlined in the Information Security Risk Management policy. Where an access
review identifies an access anomaly it will be treated as a potential incident and investigated by the asset
owner and information security team.

Access in Special Circumstances

There are special circumstances where extra or privileged access is needed. For all cases, access to an
account, the information contained within an account or information pertaining to the activity of an
account, is carefully restricted and must only be carried out with the appropriate authorization and
safeguards in place.

Policy Exceptions and Maintenance

Waivers from certain and specific policy provisions may be sought following the CSU ITD Approval
Process. There are no exceptions to any provisions noted in this policy until and unless a waiver has been
granted by ITD.

Enforcement

This Identity & Access Management Policy supplements and compliments all other related information
security policies, it does not supersede any such policy or vice versa. Where there are any perceived or
unintended conflicts between CSU policies, they must be brought to the attention of CSU for immediate
reconciliation. Personnel found to have violated any provision of this policy may be subject to sanctions
up to and including removal of access rights, termination of employment, termination of contract(s),
and/or related civil or criminal penalties.

References
e NIST CSF: PR.AC-1, PR.AC-2, PR.AC-3, PR.AC-6, PR.AC-7
» The lllinois State Auditing Act (30 ILCS 5/3-2.4)
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