CSUnformationSecurityPolicy

DataClassificatio& HandlingPolicyfor ChicagdstateUniversity

PolicyStatement
Chicago State University (CSU) Information Technology Division (ITD) stores, processes, and

transmits sensitive data as a part of its everyday operations. To minimize the risks to the
confidentialityandintegrity of this dataa consistentsystemof classificatiorof that dataandthe
specifications for its handling through the useful life of that data is necessary to protect all
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InformationOwner

X Thepersonresponsiblgor, or dependentupon,the businesgprocessassociatedvith an
information asset.

x Ildentifiesthe Information Custodiarandwill typicallybe ITDpersonnel.

InformationCustodian

X Responsibléor establishingand maintainingthe protection of Informationaccordingo the
information classification associated to it by the Information Owner.

Policy
InformationClassification

x Informationowned,used,created,or maintainedby CSUshouldbe classifiednto one of
the following three categories:

o Public
o0 Internal
o Confidential

Publidnformation:
X Isinformationthat mayor mustbe opento the generalpublic.
X Hasno existinglocal,national,or internationallegalrestrictionson acces®r usage.

X Whilesubjectto CSWlisclosurerules,isavailableto all CSWemployeesand allindividualsor
entities external to the corporation.

Examples of Publicinformation include:
0 Publiclypostedpressreleases,
o Publiclyavailablemarketingmaterials,
o Publiclyposted jobannouncements.
Internallnformation:
x Isinformationthat mustbe guardeddueto proprietary,ethical,or privacyconsiderations.

X Mustbe protectedfrom unauthorizedaccessmodification,transmissionstorageor other
use and applies even though there may not be a civil statute requiring this protection.

X Isrestrictedto personneldesignatedoy CSUwho havea legitimatebusinesgurposefor
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X Mustbestoredin aclosedcontainer(i.e.,file cabinet,closedoffice,or department
where physical controls are in place to prevent disclosure) when not in use.
x Isthe “default” classificatiorlevelif one hasnot beenexplicitlydefined.

Confidential:

x When stored in an electronic format must be pgoted with a minimum level of
authenticationto includestrongpasswordsasdefinedin the AuthenticationStandard.
Whenstoredon mobiledevicesand media,mustbe encrypted.

Must be encryptedat rest.

Must be storedin alockeddrawer,room, or areawhere accesss controlledby a cipher
lock and/or card reader, or that otherwise has sufficient physical access control
measuregso afford adequateprotectionandpreventunauthorized accedsy members
of the public, visitors, or other persons without a needknow.

x Mustnot betransferredviaunsecurecommunicatiorchannelsjncluding but not
limited to:

x Unencryptedemalil
x Textmessaging
X
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PolicyExceptiongind Maintenance

Waiversfrom certainandspecifigpolicyprovisionamaybe soughtfollowingthe CSUTD
Approval Process. There are no exceptions to any provisions noted in this policy until
and unless a waiver has been granted by ITD.

Enforcement

This Data Classification and Handling Policy supplements and compliments all other
relatedinformationsecuritypolicies,it doesnot supersedeanysuchpolicyor viceversa.
Wherethere areanyperceivedor unintendedconflictsbetweenCSUpolicies they must
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