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and is organizationally responsible for the loss, limited by the bounds of the Information
System, associated with a realized information security risk scenario.
Unit is a college, department, school, program, research center, business service center,
or other operating component of the University.
A patch is a software update comprised of code inserted (i.e., patched) into the code of
an executable program. Typically, a patch is installed into an existing software program.
Patches are often temporary fixes between full releases of a software package. Patches
include, but are not limited to the following:

0 Updating software

o Fixing a software bug

0 Installing new drivers

0 Addressing new security vulnerabilities

0 Addressing software stability issues
Patch management cycle is a part of lifecycle management and is the process of using a
strategy and plan of what patches should be applied to which systems at a specified time.
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e Information Owner - is a person responsible for the management and fitness of
information elements (also known as critical data elements) - both the content and
metadata.

e Backup is saving or copying information onto digital storage media.

= Restore is performed to return data that has been lost, stolen, or damaged to its original
condition or to move data to a new location.

» Recovery Point Objective (RPO) is the maximum acceptable amount of data loss
measured in time. It is the age of the files or data in backup storage required to resume
normal operations if a computer system or network failure occurs.

e Recovery Time Objective (RTO) is the maximum desired length of time allowed between
an unexpected failure or disaster and the resumption of normal operations and service
levels. The RTO defines the point in time after a failure or disaster at which the
consequences of the interruption become unacceptable.

e Electronically stored information (ESI) is the general term for any electronic information
stored on any medium (i.e. hard drive, back-up tapes, CDs, DVDs, flash drives, external
drives, and any other form of electronic media capable of storing data) that can be
retrieved and examined.

= Archive is defined as the saving of old or unused files on off-line mass storage media for
the purpose of releasing on-line storage space.

e Disaster Recovery is a combination of the policies, process and procedures related to
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Policy
- Changes to production CSU Information Resources must be documented and classified
according to their:

- Major
- Standard
« Minor

- Emergency
« A Change Control Board must be established to institute a reasonable governance and
escalation process and set of activities relative to the management of. Changes in the CSU
IT environment.
- Change documentation must include, at a minimum:
- Date of submission and date of change,
» Owner and custodian contact information,
- Nature of the change,
- Change requestor,
- Change classification(s),
» Roll-back plan,
- Change approver,
- Change implementer,
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system changes. The need to perform such a review is determined by a risk assessment of the
change.

Policy Exceptions and Maintenance
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